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Pr o f e s s i o n a l L i a b i l i t y
A d v o c a t e

R i s e i n C y b e r a t t a c k s o n Pr o f e s s i o n a l
Se r v i c e s Fi r m s
B y G r e g o r y B a u t i s t a o n J a n u a r y 2 0, 2 01 6

PO ST E D IN A C C O U NT ANT S, C Y B E R SE C U R IT Y & D A T A PR IV A C Y

W i l s o n E l s e r ’ s C y b e r In c i d e n t R e s p o n s e T e a m h a s s e e n a n a l a r m i n g u p t i c k i n c y b e r -

c r i m i n a l a c t i v i t y t a r g e t e d a t p r o f e s s i o n a l s e r v i c e s f i r m s , p a r t i c u l a r l y a c c o u n t i n g f i r m s .

As d e s c r i b e d i n m o r e d e t a i l b e l o w , t h e c r i m i n a l a c t i v i t y f o l l o w s a v e r y s p e c i f i c

p a t t e r n .W e t a k e t h i s o p p o r t u n i t y t o r e m i n d a l l p r o f e s s i o n a l s o f t h e n e e d t o b e w a r y

a n d s k e p t i c a l o f w h a t c o m m u n i c a t i o n s t h e y r e c e i v e e l e c t r o n i c a l l y .C o n s i d e r s t a r t i n g

t h e Ne w Y e a r w i t h t r a i n i n g a n d e d u c a t i o n f o r y o u r s e l f a s w e l l a s y o u r p a r t n e r s , s t a f f

a n d e m p l o y e e s o n c y b e r r i s k a n d h o w t o b e s t a v o i d a n a t t a c k a n d m i t i g a t e a n y

d a m a g e s i f a n a t t a c k o c c u r s .In t h e p a s t t h r e e m o n t h s , w e h a v e n o t i c e d a p a t t e r n o f

a c t i v i t y t a r g e t e d a t s m a l l t o m i d s i z e p r o f e s s i o n a l s e r v i c e s f i r m s .At t a c k e r s a t t e m p t t o
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g a i n a c c e s s t o c o m p u t e r s y s t e m s c o n t a i n i n g s e n s i t i v e f i n a n c i a l i n f o r m a t i o n , w h i c h

m a y r e s u l t i n a l e g a l d u t y o n t h e p a r t o f t h e p r o f e s s i o n a l t o n o t i f y t h e i r c l i e n t s t h a t

t h e i r c o n f i d e n t i a l i n f o r m a t i o n w a s o r m a y h a v e b e e n e x p o s e d .

So w h a t d o e s a n a t t a c k l o o k l i k e ?

In o n e s c e n a r i o , a p r o f e s s i o n a l s e r v i c e s f i r m ’ s p a r t n e r o r e m p l o y e e r e c e i v e s a n e m a i l

o f f e r i n g a f r e e d o w n l o a d o f a p r o g r a m s u c h a s M i c r o s o f t O f f i c e 365 , W i n d o w s 1 0o r

s o m e o t h e r d e s i r a b l e p r o g r a m .T h e e m a i l a p p e a r s t o b e l e g i t i m a t e , a n d w h e n t h e u s e r

c l i c k s o n i t , a p o p -u p m e s s a g e p r o v i d e s a n u m b e r f o r t h e u s e r t o c a l l .T h e n u m b e r

c o n n e c t s t h e u s e r w i t h w h a t s e e m s t o b e a l e g i t i m a t e c o m p a n y .T h e c y b e r -c r i m i n a l

r e s p o n d i n g t o t h e c a l l t h e n a s k s f o r a c c e s s t o t h e u s e r ’ s c o m p u t e r , c i t i n g a n e e d t o

c h e c k f o r v i r u s e s o r t o s e e i f t h e c o m p u t e r i s c o m p a t i b l e w i t h t h e d o w n l o a d , o r s o m e

o t h e r l e g i t i m a t e -s o u n d i n g r e a s o n .O n c e t h e u s e r p r o v i d e s a c c e s s , t h e c y b e r -c r i m i n a l

t e l l s t h e u s e r t h a t t h e c o m p u t e r i s i n f e c t e d , a n d t r i e s t o s e l l a n a n t i -v i r u s o r a n t i -

m a l w a r e s o f t w a r e f o r a b o u t $35 0.

E v e n i f t h e s a l e i s r e j e c t e d b y t h e u s e r , o n c e a c c e s s i s g r a n t e d , t h e c y b e r -c r i m i n a l h a s

f u l l a c c e s s t o t h e f i l e s o n t h e c o m p u t e r .E v e n i f t h e h a c k e r d o e s n o t a c c e s s o r

d o w n l o a d s e n s i t i v e i n f o r m a t i o n , t h e m e r e f a c t t h a t t h e s e r v e r w a s h a c k e d c o u l d

t r i g g e r c l i e n t n o t i f i c a t i o n o b l i g a t i o n s u n d e r s t a t e l a w s , s i n c e i t i s n o t a l w a y s p o s s i b l e

t o c o n c l u s i v e l y p r o v e w h e t h e r t h e c y b e r -c r i m i n a l d i d i n d e e d a c c e s s o r d o w n l o a d t h e

i n f o r m a t i o n .

W h i l e t h i s a c t i v i t y s e e m s t o b e t a r g e t i n g a c c o u n t i n g f i r m s , i t i s l i k e l y t h a t a n y

o r g a n i z a t i o n t h a t h a n d l e s s e n s i t i v e c l i e n t i n f o r m a t i o n w i l l b e t a r g e t e d .

So h o w d o y o u p r o t e c t y o u r s e l f ?

E d u c a t i o n , t r a i n i n g a n d d i l i g e n c e .Pa r t n e r s a n d e m p l o y e e s a l i k e n e e d t o b e e d u c a t e d

a b o u t c y b e r s e c u r i t y r i s k s a n d t r a i n e d t o i d e n t i f y t h e m .E v e r y o n e w i t h a p a s s w o r d

i n t o t h e s y s t e m n e e d s t o t h i n k t w i c e a b o u t t h e c o m m u n i c a t i o n s t h e y r e c e i v e , t h e

s i t e s t h e y v i s i t a n d t h e a c c e s s t h e y a r e w i l l i n g t o g i v e t h i r d p a r t i e s (i .e ., s t r a n g e r s )t o

t h e i r c o m p u t e r s .If y o u r e c e i v e a n e m a i l t h a t o f f e r s a b r a n d e d p r o d u c t f o r f r e e ,
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c o n t a c t t h e n a m e d c o m p a n y b e f o r e d o w n l o a d i n g o r c l i c k i n g o n a n y l i n k s o r

a t t a c h m e n t s i n t h e e m a i l .U s e a t e l e p h o n e n u m b e r f r o m t h e o f f i c i a l w e b s i t e (r a t h e r

t h a n f r o m t h e e m a i l )t o s e e i f t h i s i s a l e g i t i m a t e o f f e r .If i t s o u n d s t o o g o o d t o b e

t r u e , i t m o s t l i k e l y i s .

W i l s o n E l s e r ’ s D a t a Pr i v a c y & Se c u r i t y p r a c t i c e i s a v a i l a b l e t o p r o v i d e e d u c a t i o n a n d

t r a i n i n g t o y o u r o r g a n i z a t i o n a n d a s s i s t a n c e i n t h e e v e n t y o u a r e t h e v i c t i m o f a n

a t t a c k .

R e l a t e d P o s t s

W h a t A t t o r n e y s C a n L e a r n f r o m H i s t o r y ’ s L a r g e s t D a t a B r e a c h

Ne g a t i v e O n l i n e R e v i e w s :T h e B e s t D e f e n s e

T h e Pr o o f Is i n t h e Pa s s w o r d !

W e l c o m e t o t h e D i g i t a l A g e , O f f i c e r

Su r f ’ s U p :T h e W a v e o f H i g h -p r o f i l e Pr i v a c y C l a s s A c t i o n s

Pr o f e s s i o n a l L i a b i l i t y A d v o c a t e

C o p y r i g h t © 2 01 7, W i l s o n E l s e r .A l l R i g h t s R e s e r v e d .
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Pr o f e s s i o n a l L i a b i l i t y
A d v o c a t e

T h e Pr o o f Is i n t h e Pa s s w o r d !
B y G e o f f r e y B e l z e r o n M a y 4 , 2 01 6

PO ST E D IN C Y B E R SE C U R IT Y & D A T A PR IV A C Y , PR O FE SSIO NAL L IAB IL IT Y

C o n s i d e r t h i s s c e n a r i o :A y o u n g c o u p l e e n t r u s t s y o u , a n e x p e r i e n c e d r e a l e s t a t e

a t t o r n e y , t o a s s i s t t h e m i n t h e p u r c h a s e o f t h e i r f i r s t h o m e .D a y s b e f o r e c l o s i n g , y o u r

u n s e c u r e d e m a i l a c c o u n t g e t s h a c k e d a n d y o u r c l i e n t r e c e i v e s a n e m a i l , w h i c h t o a l l

a p p e a r a n c e s i s f r o m y o u , t e l l i n g t h e m t o w i r e f u n d s t o a t h i r d -p a r t y a c c o u n t i n s t e a d

o f b r i n g i n g t h e c a s h t o c l o s i n g .Y o u o n l y f i n d o u t a b o u t “ y o u r ” e m a i l t o y o u r c l i e n t

a f t e r t h e t r a n s f e r h a s b e e n m a d e a n d y o u r c l i e n t s ’ s a v i n g s , a c c u m u l a t e d o v e r m a n y

y e a r s , i s g o n e .W h a t e x a c t l y d o y o u t h i n k y o u c a n s a y t o y o u r c l i e n t s t o m a k e i t

b e t t e r ?

T h i s i s n o t a f a n t a s y – i t h a p p e n s f a r t o o o f t e n , a s n o t e d i n a r e c e n t A B A J o u r n a l
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a r t i c l e .W e , i n f a c t , w e r e i n v o l v e d o n b e h a l f o f t h e d e p o s i t o r y b a n k i n t h i s e x a c t

s i t u a t i o n i n Il l i n o i s , w h e r e c l i e n t s f o l l o w e d w h a t t h e y t h o u g h t w e r e t h e i n s t r u c t i o n s

o f t h e i r a t t o r n e y .

As a p r o f e s s i o n a l , y o u a r e r e q u i r e d t o k e e p a b r e a s t o f c h a n g e s i n t e c h n o l o g y a n d t o

s a f e g u a r d y o u r c l i e n t ’ s c o n f i d e n t i a l i n f o r m a t i o n u n d e r A B A M o d e l R u l e s 1 .1 a n d 1 .6.

T h i s s t a n d a r d o f c a r e m u s t b e t a k e n s e r i o u s l y a n d t h e i d e a t h a t “ i t w o n ’ t h a p p e n t o

m e ” i s a n i n s u f f i c i e n t d e f e n s e .T h e r e a r e t w o i m m e d i a t e s t e p s y o u c a n a n d s h o u l d

t a k e t o h e l p p r e v e n t a f o r e s e e a b l e l o s s .

Fi r s t , p i c k a “ s e c u r e ” p a s s w o r d .Y o u a r e p u t t i n g y o u r s e l f a n d y o u r c l i e n t s a t r i s k i f a n y

o f y o u r p a s s w o r d s a r e l i k e t h o s e o n a G e e k W i r e l i s t.Se c o n d , i f y o u h a v e n o t e n a b l e d

t h e s e c u r i t y f e a t u r e s o n y o u r m o b i l e p h o n e – e v e n a f t e r a l l t h e m e d i a c o v e r a g e o f

t h e f e d e r a l g o v e r n m e n t ’ s a t t e m p t t o c o m p e l App l e t o t e l l i t h o w t o u n l o c k d a t a o n a n

i Ph o n e – d o s o i m m e d i a t e l y .

T h e n e e d t o u n d e r s t a n d t e c h n o l o g y a n d e n a b l e a s t r o n g p a s s w o r d t o p r o t e c t

a c c o u n t s i s n o t l i m i t e d t o p r o f e s s i o n a l s .C o n s i d e r t h e r e c e n t c a s e o f L a r e m y T u n s i l ,

a n NFL p r o s p e c t w h o a r g u a b l y l o s t m o r e t h a n $1 3 m i l l i o n b e c a u s e s o m e o n e h a c k e d

h i s T w i t t e r a n d In s t a g r a m a c c o u n t s a t t h e w o r s t p o s s i b l e t i m e , r e s u l t i n g i n h i s

p r e c i p i t o u s d r o p i n t h e NFL d r a f t.

In o u r c a s e , t h e a t t o r n e y w a s a b l e t o a v o i d l i a b i l i t y b y s p e n d i n g a c o n s i d e r a b l e

a m o u n t o f t i m e c h a s i n g d o w n h i s c l i e n t s ’ f u n d s , w h i c h w e r e t r a c e d t o t h e h a c k e r ’ s

a c c o u n t a n d r e c o v e r e d .H o w e v e r , t h i s o n l y o c c u r r e d a f t e r t h e a t t o r n e y p u t h i s

i n s u r e r o n n o t i c e o f a p o t e n t i a l c l a i m a n d s i x m o n t h s o f l i t i g a t i o n .

T a k e a w a y

H a v e y o u s p e n t t h e t i m e t o t h i n k a b o u t w h e t h e r y o u a n d y o u r c l i e n t s a r e u p t o d a t e

o n t h e l a t e s t t e c h n o l o g y a n d k n o w h o w t o k e e p t h a t t e c h n o l o g y s e c u r e ? H a v e y o u

s p e n t t h e t i m e a n d e f f o r t t o f u l l y s a f e g u a r d y o u r c l i e n t ’ s c o n f i d e n t i a l i n f o r m a t i o n o n

y o u r c o m p u t e r s ? If y o u e n g a g e i n s o c i a l m e d i a , h a v e y o u c o n s i d e r e d t h e i m p l i c a t i o n s

o f t h e s t r e n g t h o r w e a k n e s s o f y o u r p a s s w o r d ? T h e i m p o r t a n c e o f t h i n k i n g t h i s i s s u e
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t h r o u g h n o w – b e f o r e a p r o b l e m o c c u r s – c a n n o t b e o v e r -e m p h a s i z e d .Y o u r

e l e c t r o n i c c o m m u n i c a t i o n s m u s t b e k e p t s e c u r e .If n e c e s s a r y , h i r e a c o n s u l t a n t o r

a d v i s e r .T h e c o s t o f p r e v e n t i n g a d a t a b r e a c h i s m o n e y w e l l s p e n t.

W e a s k o u r r e a d e r s t o j o i n i n i f t h e y h a v e q u e s t i o n s o r h a v e d e a l t w i t h t h i s i s s u e i n

t h e p a s t.

R e l a t e d P o s t s

W h a t A t t o r n e y s C a n L e a r n f r o m H i s t o r y ’ s L a r g e s t D a t a B r e a c h

Ne g a t i v e O n l i n e R e v i e w s :T h e B e s t D e f e n s e

R i s e i n C y b e r a t t a c k s o n Pr o f e s s i o n a l Se r v i c e s Fi r m s

W e l c o m e t o t h e D i g i t a l A g e , O f f i c e r

Su r f ’ s U p:T h e W a v e o f H i g h -p r o f i l e Pr i v a c y C l a s s A c t i o n s

Pr o f e s s i o n a l L i a b i l i t y A d v o c a t e

C o p y r i g h t © 2 01 7, W i l s o n E l s e r .A l l R i g h t s R e s e r v e d .
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Tab C



Pr o f e s s i o n a l L i a b i l i t y
A d v o c a t e

W h a t A t t o r n e y s C a n L e a r n f r o m H i s t o r y ’ s
L a r g e s t D a t a B r e a c h
B y W i l l i a m F.M c D e v i t t o n J u n e 2 1 , 2 01 6

PO ST E D IN A T T O R NE Y S, C Y B E R SE C U R IT Y & D A T A PR IV A C Y , PR O FE SSIO NAL L IAB IL IT Y

O n Ap r i l 3, 2 01 6, t h e p u b l i c l e a r n e d t h a t m i l l i o n s o f c l i e n t d o c u m e n t s f r o m t h e

Pa n a m a n i a n l a w f i r m a n d c o r p o r a t e s e r v i c e s p r o v i d e r M o s s a c k Fo n s e c a & C o .(M F)

h a d m a d e t h e i r w a y t o a n i n t e r n a t i o n a l o r g a n i z a t i o n , t h e In t e r n a t i o n a l C o n s o r t i u m o f

In v e s t i g a t i v e J o u r n a l i s t s (IC IJ ), a n d t h a t t h e i n f o r m a t i o n w o u l d b e u s e d t o p u b l i s h

p o t e n t i a l l y d a m a g i n g s t o r i e s .In a d d i t i o n , a u t h o r i t i e s a c r o s s t h e g l o b e , f r o m J a p a n t o

Sw i t z e r l a n d t o t h e U n i t e d St a t e s , a r e r e v i e w i n g t h e d o c u m e n t s a n d i n v e s t i g a t i n g

p o t e n t i a l t a x i m p l i c a t i o n s , r e g u l a t o r y v i o l a t i o n s a n d c r i m i n a l a c t i v i t y .
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B a c k g r o u n d

It i s e s t i m a t e d t h a t s i n c e i t s i n c e p t i o n i n 1 977, M F h a s i n c o r p o r a t e d 2 5 0, 000

b u s i n e s s e s , l a r g e l y i n o f f s h o r e j u r i s d i c t i o n s .M F s e r v e s a w i d e r a n g e o f c l i e n t s ,

i n c l u d i n g p o l i t i c i a n s , c e l e b r i t i e s a n d c o r p o r a t i o n s .In c o r p o r a t i n g “ a n o n y m o u s ”

b u s i n e s s e s i s e n t i r e l y l e g a l .T h e r e i s , h o w e v e r , a s t i g m a a t t a c h e d t o “ s h e l l c o m p a n i e s , ”

a n d s e v e r a l o f t h e p u b l i c f i g u r e s a s s o c i a t e d w i t h t h e s e b u s i n e s s e s h a v e a l r e a d y b e e n

e m b a r r a s s e d b y e x p o s é -s t y l e a r t i c l e s .T h e IC IJ h a s p r o m i s e d t h a t a d d i t i o n a l , h i g h l y

c o m p r o m i s i n g a r t i c l e s w i l l b e p u b l i s h e d .

Fo l l o w i n g t h e d i s c l o s u r e o f t h e b r e a c h , M F s t a t e d t h a t i t e x p e r i e n c e d a n “ e -m a i l

s e r v e r b r e a c h ” a t o n e i f i t s d a t a c e n t e r s .It a l s o h a s b e e n r e p o r t e d t h a t t h e

d o c u m e n t s w e r e r e m o v e d o v e r t h e c o u r s e o f a y e a r , b e g i n n i n g i n e a r l y 2 01 5 .T h i s

f o l l o w e d a 2 01 4 “ w h i s t l e b l o w e r ” d a t a b r e a c h i n v o l v i n g M F’ s a c t i v i t i e s i n G e r m a n y .

T h e d e t a i l s o f h o w M F’ s c l i e n t d a t a w a s r e m o v e d , w h o r e m o v e d i t a n d w h y a r e n o t

k n o w n a n d m a y n e v e r b e m a d e p u b l i c .R e g a r d l e s s , t h e b r e a c h r a i s e s i m p o r t a n t

q u e s t i o n s t h a t a r e r e l e v a n t t o a n y l a w y e r w h o u s e s a c o m p u t e r t o c r e a t e , s t o r e a n d

a c c e s s a t t o r n e y -c l i e n t m a t e r i a l s :

• A f t e r a w h i s t l e b l o w e r d i s t r i b u t e d c l i e n t m a t e r i a l s t o t h e G e r m a n g o v e r n m e n t i n

2 01 4 , w h a t a d d i t i o n a l s a f e g u a r d s w e r e i m p l e m e n t e d t o p r o t e c t c l i e n t f i l e s ?

D o e s y o u r f i r m r e g u l a r l y r e v i e w s e c u r i t y p r o c e d u r e s ? W h a t p r o c e s s d o e s y o u r

f i r m i m p l e m e n t w h e n c o m p u t e r s , p h o n e s o r r e m o t e s t o r a g e d e v i c e s a r e l o s t ,

s t o l e n o r d e c o m m i s s i o n e d ? W h a t p r o c e s s d o e s y o u r f i r m f o l l o w i f a d a t a b r e a c h

o r v i r u s i s d i s c o v e r e d i n y o u r s y s t e m ?

• H o w l o n g s h o u l d c l i e n t f i l e s r e m a i n o n a c c e s s i b l e s e r v e r s ? M o r e t h a n 1 1 .5

m i l l i o n M F d o c u m e n t s d a t i n g f r o m 1 977 f o r w a r d w e r e e x p o s e d b y a n “ e -m a i l

s e r v e r b r e a c h .” M a n y o f t h e s e d o c u m e n t s s u r e l y p r e d a t e d M F’ s c u r r e n t

c o m p u t e r s y s t e m .Fo r w h a t e v e r r e a s o n , “ h i s t o r i c a l ” d o c u m e n t s w e r e s t o r e d o n

t h e s a m e s e r v e r s t h a t h a n d l e d r o u t i n e e -m a i l f u n c t i o n s .W h a t i s y o u r f i r m ’ s

p r o t o c o l f o r r e t a i n i n g “ h i s t o r i c a l ” d o c u m e n t s o n “ a c t i v e ” s e r v e r s ?
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• W e r e n o t i f i c a t i o n s i s s u e d w h e n n o n -a c t i v e f i l e s w e r e a c c e s s e d ? M F a pp a r e n t l y

h a d a p o l i c y o f a s s u r i n g t h a t a l l d o c u m e n t s f o r t h e 2 5 0, 000c o m p a n i e s t h a t i t

f o r m e d w e r e r e a d i l y a v a i l a b l e .B u t d i d t h e “ p r i m a r y ” a t t o r n e y o n t h o s e f i l e s

r e c e i v e a n y t y p e o f n o t i f i c a t i o n w h e n m a t e r i a l s f r o m t h e i r a s s i g n e d c l i e n t s w e r e

a c c e s s e d ? D i d t h e s y s t e m a d m i n i s t r a t o r r e c e i v e n o t i f i c a t i o n w h e n o l d e r f i l e s

t h a t h a d n o t b e e n a c c e s s e d f o r a s i g n i f i c a n t p e r i o d w e r e s u d d e n l y d o w n l o a d e d ?

D o e s y o u r f i r m h a v e e l e c t r o n i c n o t i f i c a t i o n s i n p l a c e w h e n f i l e s a r e a c c e s s e d ?

A r e s e n s i t i v e f i l e s r e s t r i c t e d t o c e r t a i n u s e r s ? A r e y o u r f i l e s p a s s w o r d

p r o t e c t e d ?

• Ne w s a r t i c l e s i n d i c a t e t h a t t h e b r e a c h w a s p u b l i c l y d i s c l o s e d o n l y b e c a u s e a

j o u r n a l i s t c o n t a c t e d a r e p r e s e n t a t i v e o f t h e R u s s i a n g o v e r n m e n t w h o r a i s e d t h e

p o s s i b i l i t y o f a d a t a b r e a c h w i t h M F o n M a r c h 2 8, 2 01 6.M F n o t i f i e d t h e i r

c l i e n t s o n Ap r i l 1 , 2 01 6.IC IJ t h e n i s s u e d a p r e s s r e l e a s e a b o u t t h e b r e a c h o n

A p r i l 3, 2 01 6.T h e d a t a b r e a c h (e s )l i k e l y o c c u r r e d o v e r t h e c o u r s e o f s e v e r a l

m o n t h s , s t a r t i n g i n 2 01 5 .W h e n s h o u l d t h e b r e a c h (e s )h a v e b e e n d i s c o v e r e d

a n d d i s c l o s e d t o M F’ s c l i e n t s ? D o e s y o u r f i r m r e g u l a r l y m o n i t o r i t s a c c e s s l o g s ?

D o e s y o u r f i r m h a v e a d a t a b r e a c h r e s p o n s e p l a n ? H a s y o u r f i r m p r e p a r e d a

l e t t e r t o a d v i s e a c l i e n t o f a d i s c o v e r e d b r e a c h ? H a s y o u r f i r m p r e p a r e d a p r e s s

r e l e a s e i f a w i d e r d i s c l o s u r e i s n e c e s s a r y ?

L e s s o n s L e a r n e d

T h e M F d a t a b r e a c h r e p r e s e n t s a s e a c h a n g e i n t h e m a n a g e m e n t o f c l i e n t d a t a b y

l a w f i r m s .T h e b a r f o r s a f e g u a r d i n g c l i e n t d a t a h a s r i s e n .A l l a t t o r n e y s m u s t n o w

c o n s i d e r t h e p o t e n t i a l p i t f a l l s o f m a i n t a i n i n g “ h i s t o r i c a l ” d a t a o n t h e i r s e r v e r s , t h e

i m p l e m e n t a t i o n o f n o t i f i c a t i o n s w h e n f i l e s a r e a c c e s s e d a n d p r o t o c o l s f o r i s s u i n g

c l i e n t d i s c l o s u r e s w h e n f i l e s a r e a c c e s s e d .It i s l i k e l y t h a t M F w i l l f a c e c o n s i d e r a b l e

l i t i g a t i o n o v e r t h e u n d o c u m e n t e d d a t a b r e a c h .A t t o r n e y s s e e k i n g t o a v o i d l i t i g a t i o n

n e e d t o l e a r n f r o m M F’ s f a i l u r e a n d e n s u r e t h a t t h e i r d a t a i s p r o t e c t e d .

R e l a t e d P o s t s

Ne g a t i v e O n l i n e R e v i e w s :T h e B e s t D e f e n s e
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Victims of Social Engineering Fraud: A Trend You Do Not Want to Follow

By, Scott R. Schaffer, Esq. and Antonella G. Dessi, Esq. – October 2016

The emergence of a worrisome trend involving email hacking is plaguing law firms that find themselves

involved with wire transfers of client funds. Primarily, these schemes tend to target real estate attorneys,

although we have seen sporadic application of these frauds in other practice areas. Typically, the email

hacking is carried out at or about the time of a real estate closing and almost always involves the

transmission of fraudulent wire transfer information to the law firm. This causes the firm to unknowingly

wire transfer monies into a bank account that can be accessed by the hacker. More often than not, the

funds are unrecoverable, as the hacker withdraws the money before the fraud is detected. As the true

intended recipient of the funds never receives the money, these “social engineering” schemes, as they are

known, open the law firm up to claims from clients, banks and various other parties. The following real-

life scenarios convey some important lessons from attorneys who have fallen victim to social engineering

fraud.

Scenario 1

Law Firm represented Client, a seller, at a real estate closing. In fact, Law Firm had represented Client on

numerous occasions in similar engagements. Client was to receive a wire transaction of $100,000,

representing the sale proceeds. Unbeknownst to Law Firm, however, its paralegal’s email was hacked

prior to closing and the hacker sent a series of emails, purporting to be from Client, instructing Law Firm

to wire funds to an account at Bank. Law Firm wired the sale proceeds to the account provided in the

emails, only to learn later that the instructions were fraudulent. The fraud was discovered after Client

called Law Firm to inquire about the funds, which had not been received. Client demanded the amount of

the wire transaction, plus additional funds to compensate Client for the costs of taking out a loan to keep

his business running. It remains unknown whether Bank will be able to recover any of the funds wired to

the fraudulent account.

While Law Firm was a victim of social engineering fraud, the erroneous transfer might have been

avoided. The fraudulent emails were sent by a “dummy” account that was created to look almost identical

to Client’s real email account. The emails purportedly sent from Client, whose email display name would

typically appear as “john doe [doej5000@gmail.com],” appeared as “john doe [doej5000@mail.com].”

With only the “g” from the “gmail” account omitted from the address, the email name change was easily
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overlooked by Law Firm. As a takeaway, lawyers should meticulously review emails containing sensitive

information such as wire transfer instructions and bank account numbers to ensure that they were sent by

the appropriate party. In today’s age of electronic communication, a simple telephone call to Client for

confirmation purposes would have immediately alerted Law Firm to the fraudulent nature of the emails

and the wire transfer of funds to the improper bank account would have been avoided.

Scenario 2

In another matter involving a real estate transaction, Law Firm represented Client, a seller, at a closing.

Client was to receive the sale proceeds of $200,000 via wire transfer to her account with Bank. To this

end, Client provided Law Firm with a voided check from her bank account containing the appropriate

routing and account numbers. Prior to the wire transfer, however, Law Firm received an email,

purportedly from Client’s real estate agent, indicating that Client wanted the funds wired to another

account due to technical issues. Following the wire transfer, it was discovered that the email was a

fraudulent result of a breach of the real estate agent’s email systems. Client demanded the sale proceeds

from Law Firm.

Here, too, certain preventative measures could have been taken to avoid the fraudulent transfer. The email

purporting to be from Client’s real estate agent contained the following language: “Due to tech issues

with the seller’s account seller wants proceeds wired to her personal company’s account pleeze send me

the info you need to initiate the wire.” In this instance, noting the improper grammar and spelling, Law

Firm might have paused before proceeding with the wire transfer. In this regard, attorneys should always

be suspicious of unsophisticated language in emails, particularly when there are prior communications

from the alleged sender that can be used as a reference. As a general rule, a change in wiring instructions

to a different account should always raise red flags and, again, a telephone call should be made for verbal

confirmation.

Scenario 3

Law Firm represented Client in connection with a stock purchase agreement for the sale of Client’s

business. As part of the sale, $1 million was transferred to an escrow account with Bank and was to be

released on a certain date once specific conditions were met. Buyer was to pay an additional $200,000 if

various other conditions were met. The required conditions were met, and Buyer became obligated to

transfer funds totaling $1.2 million to Client. Seller provided Law Firm with wiring instructions via email
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and Law Firm was to provide the wiring instructions to Bank and Buyer. Before this could be

accomplished, however, Law Firm’s email was intercepted by a fraudulent third party. Different wiring

instructions were provided to Bank and Buyer via phony email purporting to be from Law Firm. As a

result, Bank and Buyer transferred funds to the incorrect bank account.

In this scenario, various other emails exchanged among the parties were also intercepted, such that it is

unclear which party’s email system was breached. This example demonstrates the incredible

sophistication of some of these schemes. Attorneys should be extra cautious when emails containing

sensitive information are exchanged among multiple parties, as this creates more opportunities for a

security breach. Once again, the simple extra step of reaching out to all involved parties by telephone for

verbal confirmation of the wiring instructions would have gone a long way toward preventing fraud.

Scenario 4

Law Firm represented Client in connection with the purchase of real estate for $250,000. At closing, Law

Firm provided a $250,000 check from its escrow account to Seller’s counsel. On the same date, Law Firm

received two emails, purportedly from Seller’s counsel, requesting that Law Firm instead transfer the

proceeds into Seller’s counsel’s trust account. A few days later, Law Firm received a follow-up email,

again purportedly from Seller’s counsel, indicating that counsel had destroyed the $250,000 check and

wanted the proceeds wired to Bank that day. On the same date, and without confirming that the check

had, in fact, been voided, Law Firm’s paralegal wired the $250,000 sale proceeds to Bank. Several days

later, Bank’s fraud risk manager advised Law Firm that the wire transfer was part of an email hacking

fraud. Law Firm then discovered that the check provided at closing had not been voided but was actually

cashed by Seller’s counsel. While this particular social engineering fraud did not result in a loss to a third

party, the wire transfer from Law Firm’s attorney-client trust account caused a recognizable, albeit

unrealized, loss to one or more of Law Firm’s other clients that had funds in the trust account at the time.

There are several valuable lessons to be learned here as well. This scenario again demonstrates the

importance of being wary of a sudden change in instructions, and the need to follow up with verbal

confirmation. Here, there was no confirmation directly with Seller’s counsel regarding the change in

instructions or verification that the previously issued check had been voided. Although it would appear to

go without saying, attorneys should carefully oversee the actions of their paralegals, assistants and staff

particularly where client monies are concerned.
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Conclusion

These scenarios are actual examples of the recent and growing trend of social engineering fraud that is

victimizing law firms. By following the simple recommendations, law firms may be able to avoid

exposure and protect client relationships from risk.
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Social Engineering Fraud: An Update

By, Scott R. Schaffer, Esq. and Antonella G. Dessi, Esq. – November 2016

There continues to be a troubling trend involving email hacking surrounding law firms that handle wire

transfers of client funds. While these social engineering schemes typically target firms involved in real

estate transactions, where wire transfers often occur on a daily basis, any firms that utilize wire transfers

in their practice are vulnerable. This article will provide an update as to the different types of schemes

that we have encountered so that lawyers can be on the lookout for any suspicious behavior and take the

necessary precautions to guard against such fraud.

Scenario 1

Law Firm represented Client, a seller, at a real estate closing. Client was to receive a wire transaction of

over $900,000, representing the sale proceeds. Unbeknownst to Law Firm, however, an email account

was hacked prior to closing and the hacker sent a series of emails, purportedly from Client, instructing

Law Firm that a fax would be sent with wiring instructions to wire funds to three separate accounts at

three different banks. It is unknown whether the hacker targeted Law Firm’s email systems or one of the

other parties involved in the transaction. In any event, Law Firm wired the sale proceeds to the accounts

provided in the fax, only to later learn that the instructions were fraudulent. The fraud was discovered

after Client inquired about the funds, which had not been received. Fortunately, one of the three recipient

banks was able to fully recover the wired funds before the fraudulent party was able to withdraw them.

Client demanded the balance of the missing funds and, while the other two recipient banks were able to

recover some of the wired funds, it remains unknown whether full recovery will ultimately be made.

In this instance, the fraud would likely have been avoided had the Insured taken just a few simple extra

steps. As we have seen on numerous occasions, the fraudulent emails were sent by an email account that

was designed to look almost identical to Client’s actual email account. As such, the email account name

change was easily overlooked by Law Firm, as the emails purportedly sent from Client simply inserted an

additional letter into the account name. As a takeaway, lawyers should always carefully review emails

containing wire transfer instructions to ensure that they were sent by the appropriate party. The Insured

should also have taken notice that the grammar and language used in the hacker’s email were not as

sophisticated as that used in Client’s prior emails to Law Firm. Furthermore, in today’s age of electronic

communication, a simple telephone call to Client for confirmation purposes would have immediately
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alerted Law Firm to the fraudulent nature of the emails and the wire transfer of funds to the improper

recipient bank accounts would have been avoided.

Scenario 2

In another matter involving a real estate transaction, Law Firm represented Clients, the buyers. Clients

decided to back out of their purchase of real property. Law Firm sent a letter to the seller’s attorney

requesting the return of Clients’ $9,000 deposit. When Law Firm did not receive the funds, it called the

seller’s attorney, who advised that the funds had been wired to Law Firm’s bank account. However, Law

Firm had not requested that the funds be wired to this particular account. Law Firm later learned that

seller’s attorney received a second mailed letter purportedly from Law Firm requesting that the funds be

wired to a fraudulent account. Seller’s attorney completed the transfer and the funds were withdrawn.

Although the letter used Law Firm’s name and address, it was easily distinguishable from Law Firm’s

normal letterhead, which had previously been provided to the seller’s attorney. Additionally, an IT

company retained to review Law Firm’s email system found no evidence that the Insured’s email system

had been hacked. The seller’s attorney ultimately reimbursed the full $9,000 and is pursuing the involved

banks for reimbursement.

Here, while the Insured Law Firm was not ultimately liable for the loss, there are some important lessons

to be learned from the seller’s attorney. First, it is worth noting that despite the recent rise in electronic

fraud, some criminals still use other methods of perpetuating fraud on unsuspecting attorneys, in this case

the U.S. mail. As such, lawyers should be just as wary of hard copy communications as they are of

emails. Second, as with Scenario 1, there were certain discrepancies with the letterhead that the seller’s

attorney could have recognized. And, once again, a telephone call to Law Firm to confirm the instructions

would have immediately alerted the parties to the fraud.

Scenario 3

Law Firm represented Clients in connection with a stock purchase agreement for the sale of Clients’

business. As part of the sale, $1.3 million was transferred to an escrow account with Bank and was to be

subsequently transferred to Clients. Clients emailed wiring instructions to Law Firm, which were to be

forwarded to the Bank and the Buyer. At some point, however, an imposter created fraudulent e-mail

addresses that varied by one number or letter from the legitimate e-mail addresses of Clients and the

contact person for the Buyer. At the imposter’s instruction, both the Bank and the Buyer wired Clients’
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money to an entity not mentioned in the escrow instructions and to a bank not previously used by Clients.

Clients alleged that the imposter hacked into the e-mails of Law Firm and was able to ascertain sensitive

banking information due to Law Firm’s use of an unencrypted internet portal. While approximately

$500,000 was recovered by the FBI, Clients alleged damages of nearly $700,000, constituting the sum of

the transferred funds which were not recovered, plus interest, costs, and attorney fees.

As the case proceeded through litigation, a California court granted Law Firm’s motion for summary

judgment. In a favorable turn of events, Law Firm was successfully able to argue that it did not have a

legal duty to provide the type of internet security Clients alleged the Insured breached by failing to

provide. Specifically, it was successfully argued that there can be no liability for failure to act if there is

no duty to act. The motion was premised upon four arguments: (1) Law Firm, as an internet user, had no

duty to provide security to prevent someone from misusing its email; (2) even if Law Firm, as counsel for

Clients, had a duty to provide a reasonably secure internet portal for transmission of e-mails, Law Firm

complied with any such duty in accordance with the skill, prudence and diligence commonly possessed by

members of the legal profession and thus there was no actionable legal malpractice; (3) assuming,

argue ndo, Law Firm’s e-mail system permitted a hacker to obtain Clients’ sensitive information, such act

on the part of Law Firm does not constitute a breach of fiduciary duty; and (4) Clients did not possess,

and could not obtain, any evidence that it was any actual e-mail or system failure of Law Firm that

permitted the imposter to gain Clients’ sensitive information, and without causation, there is no liability

on any cause of action alleged.

Despite the favorable court ruling, this example demonstrates how lawyers should be extra cautious when

exchanging emails among multiple parties, as this creates even more opportunities for a security breach.

Furthermore, it is recommended that attorneys always ensure that their email and internet systems are

secure so as to protect against security breaches. Finally, as is almost always the case in these examples,

the simple step of verbally confirming the wiring instructions would have gone a long way toward

preventing fraud.

Conclusion

These scenarios are real examples of the recent and growing trend of social engineering fraud that is

plaguing law firms. By following the simple recommendations above, attorneys may be able to avoid

exposure to fraud and protect client relationships from risk of any breach.
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LEAN Process Improvement 
 

LEAN is grounded in understanding client needs.   

 

Process Improvement focuses on a number of areas of opportunity, such as: 

 

� Fully utilize people talent. Match the needs of each assignment with the right 

staffing.  Train attorneys and paralegals to be able to use the full extent of 

their skill and knowledge. 

 

� Reduce Errors, Mistakes & Rework.  It is more efficient to do something 

right the first time.  Improve delegation and guidance for others on a team. 

 

� Perform work at the right time.  Reduce work that is performed before it is 

needed. 

 

� Reduce waiting time and bottlenecks. 

 

� Avoid overproduction: Creating more than is necessary or before it is 

needed; sending information automatically if not required; printing before 

necessary, etc..  

 

� Reduce inventory of materials and information that are not needed. 

 

� Reduce excess movement of files, documents or people.  Reduce time 

looking for information or documents. 
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Legal Project Management - Stakeholder Analysis 
 

Stakeholders include all people who are either affected by or who can affect the 
outcome and handling of the legal matter (positively or negatively).  This analysis should 
be ongoing, as people and roles can change.  
 
Stakeholder analysis facilitates setting expectations, success factors, timeline, budgets, 
risks and a communication plan.  
 
Consider, by example, people who may:  
 

� Provide initial and ongoing information and documents you need; 
� Receive reports, copies of letters, and other communication; 
� Determine settlement authority; 
� Authorize strategic decisions like trial, experts or key motions; 
� Approve budgets; 
� Pay legal bills or other costs; or 
� Define “success” for the outcome and handling. 

 
Save this template in the electronic file to provide information to the handling team and 
to track changes and additional stakeholders.  
 
Case Name:             
Wilson Elser File Number:         
Client Claim Number:          
Date Created/Updated:           
Person Completing/Updating this Analysis:       
 

Stakeholder Identification 
 

Role Name Comments 

Individual Client(s)   

Business Client contacts   

Client employees   

Client personal attorney or 
in-house counsel 

  

Others related to client   

Referral Source   
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Role Name Comments 

Claim Handler   

Claim 
Manager(s)/Management 

  

Claim Executives   

Carrier in-house counsel   

Bill audit team or third party 
audit service 

  

Agent/Broker   

Plaintiff attorney/opposing 
counsel 

  

Other lawyers   

Judge   

Other   

 

Questions for Stakeholders: 
 

� What is your goal or objective? 
� What are you trying to avoid? 
� What would be a good result? (Do others in your organization agree?) 
� How can we understand your business better? 
� Are there parts of the investigation or handling that you want to take on or help? 
� If we’ve worked together before, what do you hope we do better or differently? 
� Who will be involved in making decisions about this case? 
� Do you have an expectation of the defense cost? 
� How long do you think this case will take to resolve? 
� What is the best way to communicate with you? 
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Legal Project Management Planning & Scoping Considerations 
 

Setting Expectations & Lines of Communication 
 

� What is the client’s expectation for outcome or result? 

� From our experience, what is the best outcome or result? 

� Communication preferences/methods (who/how/when) 

� Who are the people who need information or who will participate in decisions? 

� How do client guidelines influence our handling? 

 

Focus on Resolution 

 
� What are the key issues that need to be resolved by this litigation? 

� Will this case like by settled?   

o What would prevent a settlement? 

� At what stage of litigation do matters of this type typically resolve? 

� What factors make this case unique when compared to similar matters that we have 

handled? 

o How will those unique factors influence how we handle this case? 

� When will this matter likely be resolved?  

� Are there related issues that are out of scope of our representation? 

� What could cause our plans to change?   

o How will we address changes? 

 

Controlling Staffing & Hours 
 

� What work will we need to do to handle this case? 

o Big picture – Phases or Stages of litigation 

o Specific activities or documents 

� What is the right team for this matter? 

o What specific roles will the team members have? 

o What specific tasks will the team members perform? 

o Are there external resources (local counsel, experts, vendors, etc.) that will be part 

of the team? 

� What prior experience and work can be reused? 

 

Managing Timeliness  
 

� When does our client expect us to provide a comprehensive evaluation? 

o What do we need to do to provide that evaluation on time? 

� Are there existing or expected deadlines?  

� What is the best way for our team to coordinate so that tasks are started and finished on 

time? 
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Case Staffing and Timeline 
 

Staff Members Tasks 

 

Start Date 

 

End 

Date/Deadline 

 

    

    

    

    

    

    

    

    

    

    

    

    

 

 

� Internal Expenses:  ______________________ 

� External Expenses: ______________________ 
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